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AML Compliance and the Credit Control Industry 
Competence or Complacency?
The Money Laundering Regulations 2007 lay down a set of rules encompassing a greater Regulated Sector than ever before; not only in the sense of those who now have responsibilities for Anti-Money Laundering (AML) and Countering the Finance of Terrorism (CFT) for the first time, but likewise in terms of those agencies who now find themselves as supervisory authorities.  Some, like the Office of Fair Trading (OFT), are completely new to AML regulation.
There is therefore plenty of scope for error and misunderstanding – in some cases the supervisors will be as much in the dark as the practitioners.  Dangers lie in wait for the extended Regulated Sector that unless properly addressed, could be costly in terms of financial penalty, loss of liberty and loss of professional reputation.  These dangers, however, can be minimised provided that certain measures are adopted, and a certain amount of investment made.  When weighed against the potential costs of any of the above consequences, it will be time and money well spent.
The principal dangers are the deadly twins: ignorance and complacency.  In the former case, some firms are not aware of what the new regulations really mean to them and their procedures, and in the latter, many professionals are satisfied with the systems and processes that they have devised themselves.  Often, the temptation to believe that “this doesn’t really affect our area of work” has been succumbed to, with potentially disastrous results.

Now, companies in the credit control industry find themselves with AML compliance responsibilities.  Ignorance is understandable, as AML is a complex area, and the guidance initially available was simplistic because the Regulator was new to the game too, and the learning curve steep. However, one year on, firms will be expected to have got to grips with the regulations, and made efforts to put meaningful procedures in place.
This is where the danger of complacency comes to the fore.  Experience in the industry indicates that the role of nominated person, or Money Laundering Reporting Officer (MLRO), is not a popular one, and is often tacked-on to some other function.  This, combined with a perception that the particular business is not at high-risk from money laundering, can be disastrous.  If the role is given to a relatively junior member of staff, it only gets worse, as that person must have the ear of management, and power to force change.
The increased grip of the Regulations and other AML laws has undoubtedly made life harder for launderers.  Their response, unsurprisingly, is not to give up, but rather to seek new methods, exploiting innovative areas where AML procedures are likely to be lax.  Anyone wishing to see the ingenuity of these criminals can view some of the older typologies at the Financial Action Task Force (FATF) website (http://www.fatf-gafi.org/dataoecd/16/8/35003256.pdf); the advances made since then have been considerable.  All regulated firms are therefore at risk of attack by launderers and terrorists.  For example, several of the London suicide bombers were members of casinos, despite that being strictly forbidden by Islam. Any methods will be used.
Irrespective of the likelihood of attack, the regulated firm is always at risk from the Regulator if procedures are not efficient. For example, an SME was audited last autumn by the FSA.  They were found wanting in their Customer Identification Protocols and their Record Keeping, areas in which many firms are weak.  It should be stressed that there was no suggestion that money laundering had taken place.  Nevertheless, the firm was fined £49,000 – and here’s the rub – the MLRO was fined personally £17,500 (Mayer Brown 2008).  A stern lesson, but not an uncommon one.
Anyone with knowledge of the NatWest Three will be aware of the UK extradition laws that allow any US application to be granted without the need to prove a prima facie case (not reciprocated, by the way).  Add this to the US Patriot Act which extends US jurisdiction worldwide regarding laundering and terrorism, meaning that any transactions in dollars are fair game, and it is but a short step to the CIA identifying terrorist fund movements that pass through your firm, and them requesting your presence at a Federal Court.  The request will be granted.

All is not gloom, however.  The proper application of the Risk Based Approach (of which more in a further article), and a well structured AML regime can put your firm beyond reproach, if undertaken diligently.  It can even be used to enhance your firm’s reputation, and be an effective marketing tool as well.  The advice of the Law Society website on this subject is sound: “We urge all firms covered by the regulations to ensure that they have appropriate systems and procedures in place so that they can adhere to these new rules”.  Those that are not prepared to even consider reviewing the systems previously in place, and to acknowledge that they will require updating and improvement, may ultimately assist the rest of the profession by removing themselves from the competition.
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